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A web-based KMS system

was considered prudent

to be developed for the
implementation of specifications
notified by the Transport ministry
as per gazette notification of

1st March 2019 for Smart card
based DL and RC. The new web-
based KMS system is designed,
developed, and implemented by
the Smart Card Technology Group
of NIC. This has resulted in better
implementation of software and

hardware resources.
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31st May 2002 was issued by the Ministry of

Road and Transport Highways (MoRTH) for
the issuance of Smart Card-based DL/RC. Based
on the notification, homegrown Operating system
specifications (SCOSTA/ SCOSTA-CL) were devel-
oped which conforms to International Organiza-
tion for Standardization (ISO)/International Elec-
tro-Technical Commission (IEC) standards. The
gazette notification allowed each state to have
separate processes for the issuance of the DL and
RC Cards.

To bring uniformity across the country, the
gazette notification of 1st March 2019 was no-
tified. The technical inputs to the new Gazette
notifications were given by NIC. The new format
will bring in a unified system across the country.
It also permits having more data stored on Smart
Card Chip. The main objectives of the system are:

—|_he gazette notification No G S R 400(E) dated

* To facilitate effective and time-bound citi-
zen-centric service delivery

* To provide an affordable, accessible, cost-ef-
fective, and transparent system

* To increase productivity with efficiency through
automation of processes

Features of the Product

* Security against fake Duplication/ Issuance
* Additional Pin Authentication

* Interoperability achieved across the country
¢ Secure data storage

* Secure communication

* Enhance Privacy protection

* Better Law enforcement

* Ease of handling

Technologies Used

* Client End Smart Card Manager, Browser

¢ Database PostgreSQL

* Operating System SCOSTA/SCOSTA CL, Windows

* Coding Language JAVA(JDK), ]S, Spring-Hiber-
nate, Tomcat

* Development Environment Eclipse

V¥ Software Architecture (New DL/RC Web based Solution with Central database

5
Personlization
with High Speed
Printer
RTOs l

DL/RC -
Smart Card

Smart Card
Technology Division

Vahan/ Saarathi
KMS Application
on Web

July 2021 | informatics.nic.in 27



|
eGov Products & Services

¥ The New KMS for Issuance of Smart Card based DL/RC Cards at RTO will follow as below

Retrieval of DL/RC user
data from the API hosted
by Vahan/Saarthi

Field by field matching
of Data

—

Matching of Card File
Parameters with those
defined in DL/RC Card
layout published in
WWW.Scosta.gov.in

!
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Parses the data

Data is viewed
on Screen

_’

KMS application reads
data from the DL/RC car

Writing the keys in the
DL/RC Card and activate
the DL/RC card

_’

KMS application parses from the JSON string Aﬂer;_uccg5§ful h KMS process
the data retrieved retrieved from the DL/ matchin SIS Completed
RC card process of KMS
Post the data to the

Saarthi/Vahan database
using post API service
hosted by Saarthi/Vahan

¥ Client screen shot for RC KMS
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Connect-RCA-1

RC-IA1 Chip No:
01202691EE0CAS719E084713DA010000

ConnectRCIA-2

RC-IA2 Chip No
01202691EE0CAS719E08A313DA0 10000

Connect RC Card

Issue RC

Cancel

The portal (https://kms.parivahan.gov.in/rcsmartcardweb/home) has been developed for the issuance

of RC Smart Cards

Government of India

MINISTRY OF ROAD TRANSPORT & HIGHWAYS

ver 2.1

Vehicle Registration Number PB48F7125

Registration Date 19-02-2021

owner Name SHREE SHYAM STEEL CORPORATION
Son/Wife/Daughter of NA

Name of Manufacturer  HONDA MOTORCYCLE AND SCOOTER INDIA () LTD

ME4JF913BMD132586.

Model No.  "ACTIVA 6G" WITH SHEET WHEEL

Chasis Number Engine No.  JF91ED0131812

Colour GRAY Fuel PETROL Vehicle Class M-CyclefScooter
Body Type FULL BODY Seating 2 Standing Capacity 0

Date of Manufacturing 02 /2021 Registration Valdity 18-02-2036

Unladen Weight 107 Cubic Capacity 109.51 Wheel base 1260

Owner Serial No. 1

MOTIA KHAN,, MANDT GOBINDGARH, , Fatehgarh Sahib, PB, 147301

Gross Vehicle Weight 0

I ————

V¥ Client screen shot for DL KMS
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Connect-DLIA-1

DL-IA1 Chip No:

Government of India

MINISTRY OF ROAD TRANSPORT & HIGHWAYS

Connect-DLIA-2

DL-IA2 Chip No

Issue DL

Vel Ol

Cancel

The portal (https://kms.parivahan.gov.in/DLSmartCardWeb/home) has been developed for the issuance

of DL Smart Cards

VER 2.0

Personal Information

Driving License Number ~ RI01 20150000457 Photg raph Signatu re

Name —— o o]

Father Na-me — — R ﬁ:’ ‘ . § |

Date of Birth - - p | ’“ |
Issuing Authority RI01 : ’ Moo Ak |

Valid Till (Transport) 21-09-2019 / wh "‘V JWM

Valid Till (Non-Transport) 27-05-2033

Version 1.00 ‘
Vehicle Information

Vehide Test Test Issue Issue Cat Endorsement Badge Badge Badge
Class | Auth Name | AuthDesig | Date | By e no No | IssueBy | IssueDate
1 LMy NT
2 MCWG

17-09-2015 RI01 00-00-0000
ICW 22092016 RI01  NT

3 TRANS

00-00-0000

RTOAIMER 27092017 RIO1 TR RI01 /AED/0000004/2017 00-00-0000
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Benefits of Project Implementation

* With the introduction of a web-based system,
the interaction of the application with the lo-
cal database has been eliminated making the
system work faster. In an older system, the data
was stored locally first before pushing it to the
central database thereby increasing the data
redundancy

* The web KMS system has resulted in saving in-
frastructure at the local level

* In an older system, a setup was needed to be
created and installed in individual RTOs. But
with a web-based KMS system, using a single
url the application and its supporting software
automatically get installed without any addi-
tional efforts

* The Web-based KMS system also results in au-
tomatic updation at the client end

* The project has helped in saving the time and
ease of use by RTO's officials for the issuance of
DL/RC Smart cards

* All the benefits stated above have resulted in
making the entire project cost-effective

Proposed solution for centralized
Card Issuance management system
with HSM Impact or benefits of ICT
initiatives.

To enhance the security of online web services
for the issuances of DL/RC Cards, it is proposed
to use Hardware Security Module (HSM) to secure
the key storage. It also provides cryptographic
operation within a tamper-resistant hardware
device. HSM has dedicated and powerful crypto
processors which can simultaneously carry out
thousands of crypto operations thereby making
the KMS work fast and helping in bulk issuance.
NIC has developed a smart card application us-
ing HSM in National Population Register (NPR),
Fisheries, etc. HSM shall be used for secure stor-
age and fast access of master keys for various
projects. HSM provides enhanced security and
flexibility in KMS operations. Every KMS system
will act as a client and will be connected to HSM
through a secure network. KMS of personalized DL
and RC cards will be done on KMS client systems
by invoking a centralized Vahan/ Sarthi KMS ap-
plication. The application will use authority keys
from HSM.
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