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AADHAAR AUTHENTICATION PLATFORM

Enabling Digital Governance with Citizen's Identity

The Authentication Services is
integrated with 110 plus
applications of States & Central
Government Departments and
Ministry with the monthly
transaction of around 12 Crores
in the month of November
2017. Indian Army, Public
Distribution System, Digital
Locker, CBSE, Jeevan Pramaan,
Biometric Attendance System
are some of the applications
which have used the services for
establishing the Digital Identity

of Citizens to get the benefits.

RAJIV RATHI
Sr. Technical Director
rajiv@nic.in

AJAY SINHA
Technical Director
ak.sinha@gov.in

Edited by
MOHAN DAS VISWAM

IC signed an agreement
with UIDAI for Authenti-
cation  User  Agency/
Authentication Service
Agency. Further a
dedicated, structured
platform has been designed and devel-
oped for e-Governance projects under
Digital India initiative. Initially the
authentication service was started for
Biometric Attendance System (BAS). A
cloud based infrastructure was setup at
National Data Centre, Shastri Park, New
Delhi  with dedicated 34 MBPS secure,
redundant connectivity between National
Data Centre and UIDAI Data Centre for
authentication. NIC has further furnished
dedicated secure connectivity between
National Data Centre and UIDAI Data
Centre.

Aadhaar Authentication platform shall
mean that the authentication services
provided by UIDAI and used by Authen-
tication User Agency where the personal
identity information/ data of an Aadhaar-
holder (who is a beneficiary, customer,
employee or associate of the Authentica-
tion User agency) is matched with their
personal identity information/ data that is
stored in the UIDAI’s Central Identity
Data Repository (CIDR).

SERVICES

AUTHENTICATION USING
BIOMETRIC/ DEMOGRAPHIC

E-Governance applications can use
Aadhaar based Demographic Authentica-
tion for matching Aadhaar number and
the demographic attributes (Name,
Gender, Date of birth, etc.) of a resident.
This is called demographic authentication
e-Governance Applications can use
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Architecture of the Aadhaar Authentication Services deployed at NIC Data Centres
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Biometric  Aadhaar  Authentication
system to authenticate residents using
biometric attributes (Fingerprint, Iris).
E-Governance applications can use OTP
Aadhaar  Authentication system to
authenticate residents through One-
Time-Password (OTP) which is delivered
on resident's mobile number and/ or email
address registered with UIDAL

E-KYC SERVICE USING BIOMETRIC/
OTP

Application can use e-KYC system of
UIDALI to fetch demographic information
of the residents using biometric/ OTP or
both authentication.

Ministries/ Departments/ Organisations
are the custodian of residents’ data for the
services offered by them to the residents.

Ministry/ Departments / Organisations
who are willing to use AUA platform of
NIC for Aadhaar Authentications
Services shall act as Sub AUA for their
applications.

As a signatory to AUA/ ASA agreement,

NIC has obligations for all transactions
originating from its AUA/ ASA, audit,

security, logging etc.

UIDAI has made the Authentication
services free of charge as on now. It may
or may not be chargeable, which depends
on the sole discretion of UIDAIL. AUA
will be solely responsible for the transac-
tions done under AUA/ ASA agreements.

Transactions (in Lakhs)

Total
Jul 2017 1201.90 1121.69 (93.3%) 57.25 (4.8%) 22.95 (1.9%)
Aug 2017 1232.09 1167.51(94.8%)  40.71(3.3%) 23.86 (1.9%)
Sep 2017 1255.09 1186.31(94.5%) 23.65 (1.9%) 45.12 (3.6%)
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ELIGIBILITY FOR GETTING
AUTHENTICATION SERVICES

® (Central Government and State
Government Ministries/ Departments/
Organisations who are getting IT services
from NIC may become Sub AUA. For
Aadhaar authentication services, SUB
AUA'’s application must be hosted in the
NIC’s Data Centres

® Under exceptional cases, if the
e-Governance applications is hosted
outside NICNET and Competent Author-
ity, NIC approves, then the Organisation
has to get dedicated leased line installed
between NIC and hosted location (Sub
AUA) at its own cost subject to the clear-
ance from Network and security Division

of NIC (for connectivity and application)
® Commercial/ Profit making
Organisations/ PSUs are not eligible for
Sub AUA services from NIC

® The Organisations eligible for Sub
AUA have to sign MoU with NIC to act
as Sub AUA for e-Gov. Applications

® Officer of the rank of Director and
above may sign MoU from user organisa-
tions

® Pre-Production & Production service
request forms are to be filled along with
MoU

ON-BOARDING PROCESS

Sub AUAs are agencies that use Aadhaar
authentication to enable its services

Attendance
SERVAM (NPR)
ePDS (States)
Scholarship
Swachh Bharat Mission
MSME
Indian Army

e-Panchayat (AP)

CBSE, NET

Pradhan Mantri Awas Yojna

On-boarded Applications those using Aadhaar Authentication Services

through an existing AUA. Government
Departments/ Ministries seeking to use
the Aadhaar Authentication Platform
have to provide the mandatory informa-
tion like application description, details
of application server location and its IP.
This is required for white listing the
system for accessing the Aadhaar Service
Platform.

Steps for on-boarding:

®  Accept the filled Pre-Production form
duly filled by the Sub AUA.

® Whitelist the Application Server IP
address and allowing access to the
Pre-Production server.

® AUA assigns certain project specific
unique values (SA & LK) to Sub AUA for
incorporating in the xml.

® Provide the Sub AUA the necessary
credentials and the URL on which xml is to
be posted.

® Sub AUA does the testing on
Pre-production environment.

® After successful Authentication of the
Application, An MOU is signed between
AUA and Sub-AUA users

® Once MoU is signed, the above
mentioned steps are repeated for Produc-
tion Server.

For further information, please contact:

RAJIV RATHI

Senior Technical Director

A-Block, CGO Complex, Lodhi Road
New Delhi - 110003

Email: rajiv@nic.in

Phone: 011-24305355
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